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•  IP address 
allocation �

•  IP address query �

•  Automatic security 
parameter configuration �

•  New IPv6 address 
format �

•  Related framework 
design  �
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IP Allocation and Query!
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IP Address Information Query!
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IPSec Security Association Configuration!

•  DNS recursive name server �
•  SIP server 

IPSec is widely used to build secure channels �

•  Separated from IP address configuration process �
•  DHCPv6 is to piggyback the parameters needed for IPSec �

SA parameters need to be configured  �



Operation Process!
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Source IP Address Accountability!

•  IP address abusive activities is severe(spam, IP spoofing)�
•  IPv6 is a big challenge for the IP management work �
• Wide variety of things will be connected to the internet at the age of 

internet of things �

Motivations �

•  propose	
  an	
  accountable	
  type	
  of	
  IPv6	
  address�
•  Easy	
  for	
  roaming	
  devices	
  to	
  access	
  network	
  managed	
  by	
  different	
  
ISPs	
  �

•  	
  Suppor(ng	
  different	
  security	
  demands	
  for	
  different	
  services�

Our work�



Proposed IPv6 Address Format !

  IPv6 Address Format(NP+EI) 

   EI Attributes  
 Unique 

 Position independent 

    Indicator 
   0xFFFE(compatible with IEEE-EUI-64) 

   Host  

   Things  

   Other  

64� 24� 16� 24�

   Prefix �      Indicator�



Source IP Address Accountability!
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Future Work!

• Detailed protocol and framework design �

Future improve our work�

• Promote our research results among IP alliance members �
• Build IPv6 tested for Internet of things�

Put our research results into practice �

•  ISPs�
• Device providers�
• Academic institutions�

Expand Cooperation �
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