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Introduction to DNS
—-
Domain Name System servers translate domain names
to IP addresses. This is essential for the internet to work.

Most internet users automatically use DNS servers of
their ISP.

DNS has not been designed with security in mind.
Internet users implicitly trust the DNS servers they use.

What happens when DNS settings of internet users are
silently changed to foreign DNS servers?
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Rogue DNS servers
-

Rogue DNS servers resolve certain domain names to
malicious |P addresses.

Victims of rogue DNS servers may be directed to
malicious websites without them noticing it.

The surfing habits of victims of rogue DNS servers may
be monitored for a long time. This makes targeted
attacks possible.
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DNS Changer Trojans
—®)-

DNS Changer Trojans silently change DNS settings on the victim'’s '
computer to foreign DNS servers.

An example are the fake Video Codec Trojans which are
supposedly needed to view video content.

Some websites install a “unique” DNS Changer Trojan for each
victim (this was originally posted on a Unisog mailing list:
http://lists.sans.org/pipermail/unisog/2006-November/026937.html )
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A typical website of a DNS Changer Trojan
_@_
Professional looking websites attempt to lure internet
users into installing a fake codec.

DVDACCesSs

Softwara that allows viden access
to most coded wideos.

(3) INSTALL ACCESS SOFTWARE

DvDaccese iz a multimadia softwars thal aliowa accezs to Windows
collacion of mullimedia drivers and inbegrates with ary application
using DirectShow and Micresof Video for Windosts, DVDaccess will
nighty increase guality of video flles you play,
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An EULA of a DNS Changer Trojan

A License Agreement of a DNS Changer Trojan

¢--‘1Edia—l'_ odec 4.0 Setup

Licenze Agreement ‘é':;, H!di! {.3.]!.:
Please review the lcense terms before installing Media-Codec
4.0,

Press Page Down bo see the resk of the agreement.

IMEDTA-CODEC ("Licensor") (WW\W, MEDIA-CODEC, COM) il

[LICENSE AGREEMENT

YOU SHOULD CAREFULLY READ THE FOLLOAWING TERMS AND CONDITIOMS BEFORE

LISING THIS PRODUCT. IT CONTAINS SOFTWARE, THE USE OF WHICH IS LICEMNSED BY
LICENSOR TO ITS CUSTOMERS FOR THEIR LISE ONLY AS SET FORTH BELOW. IF YOU

DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, DO NOT USE

THE SOFTWARE, LISING ANY PART OF THE SOFTWARE INDICATES THAT YOU ACCEPT
THESE TERMS. THE PRODUCT IS PROYIDED "AS IS". THERE ARE MO WARRANTIES

|UNDER. THIS AGREEMENT, AMD LICENSOR. DISCLAIMS ANY IMPLIED WARRANTY OF ;I

IF you accept the terms of the agresment, click the check box below. You must accept the
agreement bo install Media-Codec 4.0. Chck Install to start the installation,

[¥ 1accept the terms in the License Agreement

Mulsoft Install Svarem v2, 16

Instal | Cancel

1
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Spreading rogue DNS settings

)

Some of the DNS Changer Trojans attempt to modify DNS settings B
of routers by brute force password attacks.

This means that once 1 client in a network is infected all other
clients will be using rogue DNS servers once the Trojan is able to
modify DNS settings on the router
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Spreading rogue DNS settings (cont.)
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Spreading rogue DNS settings (cont.)
—@J—
Some of the DNS Changer Trojans install a rogue DHCP server that
will reply to DHCP requests of other clients in the same network that
come online. These rogue DHCP servers propagate rogue DNS
settings

(DHCP is a protocol that assigns network parameters like DNS
servers to clients in a network).

i Apricot 2009 i 02/25/09 i 10 i Copyright 2008 - Trend Micro.Inc.



Spreading rogue DNS settings (cont.)
—-

So rogue DNS settings can spread in a network
when only 1 client is infected.

Result:

Other clients in the same network are at great
risk because of modified DNS settings.

Clients might even get infected through
(automatic) update functions of legitimate
software that has been installed.
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A large network of rogue DNS servers
Y-
* We found more than 1175 rogue DNS servers most of
them hard coded in DNS changer Trojans.

* These rogue DNS servers exhibit the same kind of
behavior.

* Rogue resolution of 14,000+ domains to 200+ IP
addresses.

* Internet connectivity by Pilosoft (2005 -), Cernel (2007 -),
Intercage (2005 - 2008), UkrTeleGroup (2008).

* This network is stable and about 4 years old.
* Estimated number of victims ~ 4,000,000 Feb 2009.
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Behavior of rogue DNS servers
-

* Most domain names get resolved correctly
* Non existent domain names got resolved

* Some domain names get resolved to foreign IP
addresses

These include domain names of:
- search engines

- advertising companies

- popular dating sites

- financial institutions

- legitimate software

- other malware and C&C servers
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Targets of rogue DNS network

* Google, Yahoo, AOL, MSN, Live.com, Ask.com

* Google Ads, Doubleclick, AOL Advertising,
yieldmanager.com, CCbill.com, Fastclick.net,
Webpower.com, Alexa.com, digg.com

* Credit Suisse, Mortgage / insurance brokers
* Adobe flash

* Friendfinder Inc, UK Dating,...

* All Music, musicload.de, ...

* Travel Channel, Travelocity,

* AV companies / Microsoft
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Targets of rogue DNS network (Cont.)
_?J_
* Pornography distributors (Penthouse, Hustler, porn.com
+ many many more)

* Domain names known for hosting C&C servers
* Domain names of rogue (fake) AV software
* Some domain parking FQDNs that host scripts
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Stealth click fraud — replacing ads : !
., World, Weather, Entertainment & Video News - Windows Internet Explorer =13 _01_

@\\H ¥ |0ﬂ http: f fue, con. comy v| 21X |
— A - >
* afir ‘dﬂ CHM,com - Breaking Mews, U.5., Warld, Weather, Ent. .. [ | ﬁ% ~ By v oom - I:_-T}Page ~ i Todls ~
m /eb CHN Wews CHN Videos ¥
.com Gax -‘qlc
WORLD U.S. POLITICS CRIME ENTERTAIMMENT HEALTH TECH TRAVEL LIVING BUSINESS SPORTS TIME.COM {=H VIDEQ IREPORT %" IMPACT
Hot Topics » Hamas - Bill Richardson + John Travolta - Gaza Crisis « Year in Review » more topics » Weather Forecast Edition: International Set Pref
Set your CNN.com Edition & CNNU.S. © CNN International ||l [
updated 9:17 p.m. EST, Mon January 5, 2009 Make CHN Your Home Page n
Video » . g
Other News
+ Franken claims victory as lawsuit looms 50 min ' r Y
+ Dem senator unhappy with Obama CIA pick 22 !
S Vo CET
& " St Simmons kisses Four-year-old: Madoff hearing
CHHMoney: Obama pushes huge tax cuts e e oo e g
* Obama, Spears Twitter accounts hacked 2:186
* CHNMoney: Sales plummet for U.S. automakers
- German battlefield yields Roman surprises LIVE: CHHN International's global perspective
+ Sheriff: Boy not reported missing for 10 years
* Richard Simmons kisses anchor's foot =i
+ Pictures of Obama girls' first day of school
 Old ladies bow better than Obama =i = 4 mmmﬁmm
+ Ticker: Candidates for RNC chair knock Bush 'zm s o
— . — o - Boy, 4, at rest stop says mom was shot 1=h
updated 52 minutes ago + People: Source says seizure killed Travolta son AWARD WINN EH
'Friendly fire' kills three + Parents share heartbreak of children's deaths )
% g + Sex, violence common topics for MySpace teens T
|Srae|| 50|d|er5 * Apple's Steve Jobs explains weight loss
The Israeli military surrounded densely + 'Batman’ character actor Pat Hingle dies
populated Gaza City late Monday as the death « SUV goes airborne, flies toward gas pump "=i
to”ff”fl”“_id o T“””E"I‘_i?e_‘“:ar'mtn temitory - CHN Wire: Asia, Pacific stocks up early v
L4 |

CNN.com on January 5" 2009 with a Double Click ad related to a car
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Stealth click fraud — replacing ads (cont)

= CNN.com - Breaking News, U.S., World, Weather, Entertainment & Video News - Windows Internet Explorer

@@ - |dﬂ htkp: f v .cnn, com/

o[ [x] [t

I

File Edit ‘“iew Favorites Tools  Help

{\3" by | o MR com - Breaking Mews, LS., World, Weather, Ent. .. I |

@ - Bl @ - @Pagev-@holsv

WORLD U.5. POLITICS CRIME ENTERTAINMENT HEALTH TECH TRAVEL LIVING BUSINESS SPORTS TIME.COM

Weather Forecast

=1 VIDEQ IREPORT & IMPACT

Edition: International = 5et Pref

updated %17 p.m. EST, Mon January 5, 2009

GETTH IMAGES!

updated 55 minutes ago
'Friendly fire' kills three
Israeli soldiers

The Israeli military surrounded densely
populated Gaza City late Monday as the death
toll continued to mount in the war-torn territory
and both sides showed little interest in
internaticnal calls for a truce. Military officials
also said "friendly fire” killed three |sraeli troops
in an explosion in northern Gaza. full story

|

Make CHH Your Home Page

Other News
* Franken claims victory as lawsuit looms 52 min
Dem senator unhappy with Obama CIA pick 28

min

CHNMoney: Obama pushes huge tax cuts

* Obama, Spears Twitter accounts hacked

= CHHMoney: Sales plummet for U.5. automakers
= German battlefield yields Roman surprises
Sheriff: Boy not reported missing for 10 years

* Richard Simmons kisses anchor's foot =1

* Pictures of Obama girls' first day of school

* Old ladies bowl better than Obama -1 -
Ticker: Candidates for RNC chair knock Bush

- Boy, 4, at rest stop says mom was shot 1=

= People: Source says seizure killed Travolta son
= Parents share heartbreak of children's deaths

* Sex, violence common topics for MySpace teens
- Apple's Steve Jobs explains weight loss

- 'Batman’ character actor Pat Hingle dies

+ SUV goes airborne, flies toward gas pump =i
CHMN Wire: Asia, Pacific stocks up early

all news from the past 24hrs »

Popular News

BEETOP 10

Video » wee 1
Simmons kisses Four-year-old: Madoff hearing
anchor's foot 212

Mom was shot 338

LIVE: CNN International's global perspective

Qver 1 Million Men
Have Already,
Tried Vlimax:Rills.

22

Apricot 2009

CNN.com loaded by a DNS Changer victim on January 5" 2009. Double
Click Ad is replaced by a Vimax pills Ad from a foreign server.
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Stealth click fraud — replacing ads (cont.) °
-

-

The rogue DNS servers can resolve any advertising
domain name to a foreign IP address and let victims load
ads from there.

This is very hard to detect click fraud
- no automated clicks
- fraud happens outside the network of advertisers

Negative impact:

- loss of revenue
- reputation damage
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Hijacking search engine results

We search for a hotel in San Francisco at Yahoo.

3 Yahoo! - Mozilla Firefox

File  Edit  ‘iew

@p- c

History

Bookmarks

Tools  Help

‘ot I:. W _ht_tp:,l'llfwww_:yahno.com_,f?rs=1

EI Most Wisited ’ Getting Started 2 | Latest Headlines |j Zuskomize Links |:] Free Hotrmail |f| ‘Windows Marketplace |:] Windows Media ﬂ Windows

Make ¥!yourhome page

YaHoO!

Metflix: Only $4.99 /mo. Movies delivered, try free

@ Answers
& Autos

@ Finance

ﬁi Games

% Groups

7 Hotlobs

EE Maps

@7" Mobile Web
il Movies| Tv
@ Music

WP oMG

4> Personals
TE Real Estate
Q’ Shine I
[ﬁl Shopping |
> Sports
[J Travel |

@] Yellow Pages
Py

Aug 5, 2008 Page Options =]

Web | Images | Yideo | Local | Shopping | moare =«
Search: |hotel san francisco| Il Web Search i
Featured Entertainment | Spors | Yiden

Coach at odds with Favre

The Brett Favre era with the Packers is
likely over after the latest developments
inthe saga. = Details

* Star recaiver to be traded?
* Sign up for Fantasy Football

Eﬂ Unanswered questions
Al remain in anthrax case

Coachi Favre doesn't have
proper mindzet

Olyrnpics ticket scam by
'legitimate' website

Battery-powered plans
makes itz debut

E

» Maore: Featured | Buzz

Newis

YWarld [ Local |

Finance
Bz of 6:16 porme PDT
» Hackers charged for stealing 41 million credit card numbers
= Wall Street extends rally after Fed decision | Rates unchanged
« War crimes trial could bring U3, closer to closing Guantanama
= Gun-control groups fear top activist was paid spy for NEA
« 2 ltalian climber recovering from frosthite at K2 base camp

= %ideo game teaches young patients to take cancer medication
Doy mode to BAci ™ aien! Iabarit At comoaf

it o x

Check your mail status: Sign In

E Mail Messenger

Free mail: Sign Up

& Weather

NETELIX

Rent Movies From Netflix

Ad Feedback

2008 Summer Travel Guide

Plan Your Perfect Summer

‘.—.—. (-1 + O 15§

Done




Hijacking search engine results (cont.) :

We get search results back. Then we click on a sponsored result.

2 hotel san francisco - Yahoo! Search Results - Mozilla Firefox EWEW’I(I
File  Edit  MWiew History Bookmarks  Tools  Help

@ - c (R I i :http:,l',l'search:_yahoo.com,l'search?_’p=hotel+san+Francisco&Fr=yfp-t-5Ell&togqle=1&cop=mss&ei=UTF [31" x *' J

Iji Mosk Wisiked " Getting Started 50 | Latest Headlines |_l] Custanize Links |:] Free Hokrmail |j Windows Marketplace |j Windows Media |:] Windows
Yahoo! by ahoo! hdail Walcome, Guast [Sign In] Help (M

Web | lmages | Mideo | Local | Shopping | more -

| 5 | | e X ’
| hotel san francisco e =Search. | Cotions - Custommize: - i AHOO.

1-100f 183,000,000 for hotel san francisco (About) - 0.07 = | 1,;p"Sea‘:urchSc:a‘:un on

Also try: palace hotel san francisco, More...

SPONSOR RESULTS SPONSOR RESULTS
San Francisco Hotels San Francisco Hotels at
Find Rooms at Top Hotels - Cheap with ORBITZ Low Price Guarantee. Hotels com
i, ORBITZ.com Call hotel experts at =
1-866-206-0014 & book San
Francisco Hotels.
hotels.com/sanfranciscohotels

Crowne Plaza Union Square
Upscale and Elegant Hotel Low Internet Rates Guaranteed,
weerwe. CrownePlaza.com

Marriott.com Dowintown San Francisco

Shop, shop, shop! The JW Marriott Hotel located near Union Soguare. Hotel

s martiott.com Graat Lnion Square location near
shapping & dining. Book online.

St Regis Hotel San Francisco el

Book a hotel room at St Regis Hotel San Francisco. Make hotel reservations in San Francisco,

Califarnia. Find infarmation on vacation packages and special deals Fairmont San Francisco

starwoodhotels.com/stregis/search/hotel detail htrl?propertylD=1511 Luxury San Francisco Hotel -
Book Exclusive Online Packages &

The Pickwick Hotel Rates.

The Pickwick Hotel. Charming Downtown Boutiqgue Hotel. Located near Union Sguare. Fairmont.com

woini thepickwickhotel.com
Hotels San Francisco CA

Chancellor Hotel San Francisco Eeviews - TripAdvisor Hotels San Francisco Califamia,

Chancellor Hotel on Union Square, San Francisce: See 761 traveler reviews, 159 candid photos, Book anline now. Pay at the hotel.

and great deals for Chancellor Hotel on Union Sguare at TripAdvisor. Booking.com/San-Francisce-CA 3
H | -, 1N | o ¥ o o, B T I, O, O Y I O hmasam 1l LA ] —

http: firds. wahoo.com! _wlk=A00EkkuP  ShlvadaxmIxiyon; wviu=xK3o00MTESDDg2MHxBHMN whlydil e MOEGNyDGE0CZsxBHZ0a W QDR EZEMY S4MwRwb SMOMO--/SIa=1Fpb3cgd/EXP=1218071323/*...




Hijacking search engine results (cont.) :

We get redirected via a rogue version of rds.yahoo.com -> theft of traffic.

3 Info.com - hotel san francisco - www. Info.com - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools  Help
é - c LR I: l_' iht_tp:,l',lfsearchz.info.com,l'hotel san Francisco?CMP=27078itkw=hotel san franciscofaffiliate=10727 ‘L\ i ,
ril Most Wisited , Getting Started 5 | Latest Headlines |j Customize Links |j Free Hatmail |j ‘Windows Marketplace |j windows Media |j ‘Windows
Home - Bookmark Info.com - Make Info.com your Hormepage — Mew! Plugins - How to get a better zearch rezult Uititiather Info Sitas: |Choose ¥ 25
Weh | Research | News | Images | Video | Health | Shop | more »
= = Search Wizard
Inlorgr- ‘ hotel san francisco ‘ ‘ R
You searched for: hotel san francisco [ 1123 Next=
Are you looking for?
Yacations in California San Francisco Taurism Fairmont Hotel San Francisco San Francisco Hotel Rates
Things to Do in S.F. San Francisco attractions San Francisco Touring San Francisco Fire Department
B Hotwire: Hotels For Less
4-star hotels at 2-star prices with low Hotwire Hot Rates! L:
Sponsored by http/fwww Hotwire .comy
® San Francisco Hotels
“Yiew Hotel Photos, Prices & More For San Francisco Hotels at ORBITZ!
Sponsored by: http:/fwww ORBITZ com/
8 Hotels in San Francisco
Book your hotel accormmodations in the San Fran area. Low web rates.
Sponsored by: hitp:/fwww HolidayInn.comy
B San Francisco Hotels at Orbitz
San Francisco Hotels from $50. Find hotels by chain or name.
Sponsored by: http://Orbitz.com/sanfrancisco
B Crowne Plaza: San Francisco
Official Site. Upscale hotel with superior meeting accommodations.
Sponsored by: httpi/fwww CrownePlaza.com
B Marriott.com
Stay at vour San Francisco Marriott eniently located to Downtown,
Sponsored by hitp:Afwwwrmarriott.com
B HOTEL MIKKO SAN FRANCISCO 7 FOUR DIAMOND LIVXURY IM THE HEART...
Modern 10-year-old high-rise luzury hotel. Accommodations, facilities and nearby attractions.
http v hotelnikkosf.corm/ bl
Done
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Hijacking search engine results (cont.)
—®)-

The rogue DNS servers target major search engines, like Google,
Yahoo, MSN, AOL, Ask.com

Example: a DNS Changer victim enters a search query into
www.yahoo.com

- www.yahoo.com gets resolved normally by the rogue DNS
servers; the victim gets back search results from Yahoo

- When he clicks on a (sponsored) search results he gets
redirected via rds.yahoo.com to the site found in the search
results. This is all normal.

BUT

- rds.yahoo.com gets resolved to a foreign IP address (currently
67.210.12.167). This foreign server may redirect the internet
user to any site = hijacking of (sponsored) search results.
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Example of possible information theft
—-
August 2008 the rogue DNS network started to resolve
www.credit-suisse.com and several British mortgage
broker sites to a foreign IP address.

This was for a relatively short period. However personal
information might have been stolen during this period.

Other finance related domain names got rogue
resolution for a short period in February 2009:

finance.yahoo.com, finance.google.com,
www.marketwatch.com
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Example of Information theft (2007) h
—QJ—
* Friendfinder accepted login data on two FQDNSs
www.friendfinder.com and friendfinder.com

http://friendfinder.com/p/login.cgi was the login script of
site www.friendfinder.com
* The related rogue DNS servers resolved:
— friendfinder.com to IP 216.255.180.130 (foreign)
— www.friendfinder.com to IP 209.185.12.47 (normal)

— IP 216.255.180.130 parsed login data sent by victims to
http://friendfinder.com/p/login.cgi and redirected victims to http://
www.friendfinder.com/p/login.cgi with the login data -> leakage
of personal information.

* Friendfinder claims to have ten millions of users.
* This problem has been fixed by Friendfinder in 2008
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Installing Trojans via update function
1%
Legitimate software frequently polls a website for
updates. Updates might even be installed

automatically.

What happens when the domain name that
hosts updates of legitimate software gets
resolved to a foreign IP address?

Instead of an update a Trojan might get
Installed.
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Installing Trojans via update function (cont.)
-
January 2009: attempts to abuse the update
function of Adobe’s flash:

Rogue resolution:

fpdownload2.macromedia.com. 600 IN A
87.118.122.xx

87.118.122.xx is hosting a Trojan called cab.our
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Installing Trojans via update function (cont.)
—» -

From a log file of the foreign spoofed Adobe site:

78.135.32.241:.fpdownload2.macromedia.com/pub/shockwave/cabs/flash/swflash.cab::/home/h
osting/87.118.122.95/www/htdocs/files/fpdownload2.macromedia.com/cab.our::Mozilla/4.0
(compatible; MSIE 7.0; Windows NT 6.0; SLCC1; .NET CLR 2.0.50727; Media Center PC 5.0;
NET CLR 3.0.04506)
69.226.106.26::fpdownload2.macromedia.com/get/shockwave/cabs/flash/swflash.cab::/home/h
osting/87.118.122.95/www/htdocs/files/fpdownload2.macromedia.com/cab.our::Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322; SpamBlockerUtility 4.8.4;
.NET CLR 2.0.50727)
208.120.85.152::fpdownload2.macromedia.com/get/shockwave/cabs/flash/swflash.cab::/home/
hosting/87.118.122.95/www/htdocs/files/fpdownload2.macromedia.com/cab.our::Mozilla/4.0
(compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727)
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Referrer click fraud
—®)-
The rogue DNS servers use a vulnerability in the setup of some *
advertising companies.

Some advertising companies accept clicks on several FQDNSs.
- http://one.foo.com/register_click.php?affiliate=1
- http://two.foo.com/register_click.php?affiliate=1

The rogue DNS servers resolve one.foo.com to a foreign IP address
1.2.3.4 and two.foo.com correctly.

http://one.foo.com/register_click.php?affiliate=1

gets loaded from foreign IP address 1.2.3.4 by a DNS Changer
victim. This foreign IP address redirects to

http://two.foo.com/register_click.php?affiliate=2.

Domain two.foo.com gets resolved normally so the victim will load
this URL from the real advertising company -> click fraud
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Referrer click fraud (Cont.)

)

* Example (2009):

Refer.ccbill.com gets resolved to foreign IP 78.47.234.33
Refer2.ccbill.com gets resolved to IP 64.38.240.20 (normal)

A DNS Changer infected user will load the advertisement link
http://refer.ccbill.com/cgi-bin/clicks.cgi?CA=912675-0000&PA=14

from foreign server 78.47.234.33. This foreign server changes
the PA tag and then redirects the victim to

http://refer2.ccbill.com/cgi-bin/clicks.cgi?CA=912675-0000&PA=
1524911&HTML=http://www.foo.com

As a result the wrong party will be paid for showing the
advertisement.
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Referrer click fraud (cont.)
— )

* Details where PA tag of ccbill.com gets changed:

* About to connect() to 78.47.234.33 port 80
* Trying 78.47.234.33... connected
* Connected to 78.47.234.33 (78.47.234.33) port 80

> GET /cgi-bin/clicks.cgi?CA=912675-0000&PA=1470590&HTML=http://www.foo.com
HTTP/1.1

> Host: refer.ccbill.com

>

< HTTP/1.1 302 Found

< Date: Mon, 05 Jan 2009 ........ GMT

< Server: Apache/2.2.3 (Debian) PHP/5.2.0-8+etch13
< X-Powered-By: PHP/5.2.0-8+etch13

< Location: http://refer2.ccbill.com/cgi-bin/clicks.cgi?CA=912675-0000&PA=1524911
&HTML=http://www.foo.com

< Content-Length: 0

< Connection: close

< Content-Type: text/html; charset=UTF-8
* Closing connection #0
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Esthost.com and DNS Changers
—-
* Esthost is an Estonian Webhosting company operating in
the US using several names like

Esthost, Estdomains, Cernel, Rovedigital, Internet Path
Inc. , Infradata, ...

Esthost has been hosting DNS Changer Trojans, C&C
servers, rogue DNS servers and backend servers of the
rogue DNS network from 2005-2009, mainly in
Intercage, Cernel and Pilosoft IP space.

|s there more to say about the role of Esthost?
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Esthost.com and DNS Changers (cont)
Y-
The role of Esthost has been VERY suspicious. Some of
the more interesting evidence:

* Numerous FQDNSs in the Esthost.com zone file appeared
to host crucial back end servers for the rogue DNS
network (until Intercage went down in September 2008).

* Probable involvement of Esthost employees in the “Mega
Traffic Distribution” (megatds.com) system that redirects
DNS Changer victims.
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Interesting FQDNs at Esthost.com

dns-repos.esthost.com
management system for rogue DNS network.

dns1.esthost.com, dns2.esthost.com, dns3.esthost.com,...
dns52.esthost.com

52 backend servers for rogue DNS servers

apdns1.esthost.com, apdns2.esthost.com, apdns3.esthost.com,...

apdns26.esthost.com

26 backend servers for rogue DNS servers
testdns1.esthost.com, testdns2.esthost.com
Confirmed rogue DNS servers. For testing purposes?
testapdns1.esthost.com, testapdns2.esthost.com
Confirmed rogue DNS servers. For testing purposes?
codecsys.esthost.com, ucodecsys.esthost.com
Backend systems of codec Trojan servers.
megatds.esthost.com

)

“Mega Traffic System?” Click fraud system? Related to www.megatds.com
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Interesting FQDNs at Esthost.com (cont.) °
—

-

* banex1.esthost.com — banex7.esthost.com

“banner exchange” servers? These servers were (DNS)
back ends for the spoofed version of
pagead2.googlesyndication.com, media.fastclick.net,
a.tribalfusion.com, ...

* xgallery1.esthost.com — xgallery10.esthost.com
(DNS) back end servers for porn leading to Zlob.
+ more

Who controlled the zone file of Esthost.com?
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Intercage went offline — what happened?
-

-

Saturday, September 20 2008, Intercage went offline. What
happened with the rogue DNS network?

- 655 (out 1178) rogue DNS servers went down
- most of the 14,000+ rogue resolutions disappeared...

However from Monday, September 22 2008 onwards rogue
versions of major search engines moved to 67.210.12.0/24.

January 2009: the spoofed websites of advertising companies,
porn distributors etc are spread over several IP addresses of
multiple webhosting companies.

Estimated number of DNS Changer victims: ~ 4,000,000 (February
2009).
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Reconstructing the rogue DNS zone file
_ﬁr
The zone file of the rogue DNS servers can be
reconstructed by:

— passive DNS data (look for DNS mismatches / discrepancies)
— resolving numerous domain names with the rogue DNS servers

We found 14,000+ rogue resolutions

Contact me for details.
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Remedies for ISPs
-

* ISPs can protect their internet users by
— Dropping DNS queries to known rogue DNS servers
— Detecting DNS queries to foreign DNS servers on the gateway

— Forcing their customers to use the DNS servers of the ISP,
much like forcing outgoing email to be relayed through the mail
servers of the ISP.
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Conclusion

Rogue DNS servers are a major threat. They may be used for:

— Click fraud

— Theft of personal information
— Targeted attacks

— Installing Trojans

The Zlob related rogue DNS network is
— very large (1100+ rogue DNS servers)
— well connected to the internet
— Very stable and about 4 years old
the bad guys must make a lot of revenue here ...
There is evidence that Esthost is part of the rogue DNS gang

ISPs can protect their users by
— blocking DNS queries to rogue servers
— forcing their users to use the DNS servers of the ISPs
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Thank You

Trend Micro Securing Your Web World




