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�� Overview of environment in AustraliaOverview of environment in Australia

�� Summary ofSummary of Connect’s  Connect’s routing policyrouting policy

�� Why use RPSL?Why use RPSL?

�� ExamplesExamples

�� ProblemsProblems



©2000 connect.com.au Apricot 2000

BackgroundBackground

�� Four major Four major IAPsIAPs in Australia in Australia
–– TelstraTelstra

–– UUnetUUnet Australia ( Australia (OzEmailOzEmail))

–– connect.com.auconnect.com.au

–– Cable & Wireless Cable & Wireless OptusOptus

�� Charge customers for bytes receivedCharge customers for bytes received

�� Differentiate by source, domesticDifferentiate by source, domestic v’s v’s
international (terrestrial or satellite)international (terrestrial or satellite)
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BackgroundBackground

�� Small/Medium ISPs try to minimise theirSmall/Medium ISPs try to minimise their
costs for trafficcosts for traffic
–– Multiple providersMultiple providers

–– Peer at (Australian) regional *Peer at (Australian) regional *IXesIXes

–– Satellite links (asymmetric flows)Satellite links (asymmetric flows)

�� Little BGP experienceLittle BGP experience

�� Small routers (cisco 2500’s common)Small routers (cisco 2500’s common)
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Connect’sConnect’s Filter Philosophy Filter Philosophy

�� Filter routing announcement  on import toFilter routing announcement  on import to
Connect’sConnect’s network network

�� Classify route and colour with BGPClassify route and colour with BGP
communitycommunity

�� Announce routes based on BGPAnnounce routes based on BGP
communitycommunity
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Connect’s Connect’s Route Import PolicyRoute Import Policy

�� Don’t trust routing announcements fromDon’t trust routing announcements from
customerscustomers
–– Filter by prefixFilter by prefix

–– Filter by AS pathFilter by AS path

�� Filter peers by AS path only, to avoid nastyFilter peers by AS path only, to avoid nasty
accidentsaccidents

�� Believe providers will “get it right”Believe providers will “get it right”
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Filter mechanismFilter mechanism

�� On import we classify traffic type with aOn import we classify traffic type with a
number of BGP communities; POPnumber of BGP communities; POP
location, route type (customer, peer,location, route type (customer, peer,
domestic or international)domestic or international)

�� Also set local preference so customerAlso set local preference so customer
announced routes are preferredannounced routes are preferred

�� Use route type community to determineUse route type community to determine
which prefixes to exportwhich prefixes to export
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Filter mechanismFilter mechanism

�� Customers can use communities to signalCustomers can use communities to signal
special actionsspecial actions
–– 2764:1 only export for “cheap” transit2764:1 only export for “cheap” transit

–– 2764:2 don’t export out of local POP2764:2 don’t export out of local POP

–– 2764:3 to 2764:5 alter local preference2764:3 to 2764:5 alter local preference

–– 2764:6 tag for domestic transit only2764:6 tag for domestic transit only

–– 2764:7 don’t export to non customers2764:7 don’t export to non customers

–– 2764:8 use external satellite not terrestrial2764:8 use external satellite not terrestrial

–– 2764:10 prefer 2764:10 prefer OptusOptus for transit over for transit over Telstra Telstra
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Why use (RPSL) Policy?Why use (RPSL) Policy?

�� Consistent configuration between BGPConsistent configuration between BGP
peers (peers & customers)peers (peers & customers)

�� Expertise encoded in the tools thatExpertise encoded in the tools that
generate the policy rather than engineergenerate the policy rather than engineer
configuring configuring peering sessionpeering session

�� Automatic, manageable solution for filterAutomatic, manageable solution for filter
generationgeneration
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Use of RPSLUse of RPSL

�� Use Use RtConfig RtConfig v4 (part of v4 (part of RAToolSetRAToolSet from from
ISI) to generate filters based on informationISI) to generate filters based on information
stored in our routing registrystored in our routing registry
–– Avoid filter errors (typos)Avoid filter errors (typos)

–– Filters consistent with documented policy (needFilters consistent with documented policy (need
to get policy correct though)to get policy correct though)

–– Engineers don’t need to understand filter rulesEngineers don’t need to understand filter rules
(it just works :-)(it just works :-)
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Customer Import PolicyCustomer Import Policy
i m p o r t :  {

f r o m  A S - A N Y
a c t i o n  m e d = 0 ;
a c c e p t  A N Y  A N D  N O T  {  0 . 0 . 0 . 0 / 0  } ;

}  r e f i n e  {
f r o m  A S - A N Y

a c t i o n  c o m m u n i t y . a p p e n d ( 2 7 6 4 : 6 5 4 0 8 ) ;  p r e f = 2 5 ;
a c c e p t  c o m m u n i t y . c o n t a i n s ( 2 7 6 4 : 3 )  A N D  N O T  A S 2 7 6 4 : R S - P R O

f r o m  A S - A N Y
a c t i o n  c o m m u n i t y . a p p e n d ( 2 7 6 4 : 6 5 4 0 8 ) ;  p r e f = 1 5 ;
a c c e p t  c o m m u n i t y . c o n t a i n s ( 2 7 6 4 : 4 )  A N D  N O T  A S 2 7 6 4 : R S - P R O

f r o m  A S - A N Y
a c t i o n  c o m m u n i t y . a p p e n d ( 2 7 6 4 : 6 5 4 0 8 ) ;  p r e f = 5 ;
a c c e p t  c o m m u n i t y . c o n t a i n s ( 2 7 6 4 : 5 ) ;

f r o m  A S - A N Y
a c t i o n  c o m m u n i t y . a p p e n d ( 2 7 6 4 : 6 5 4 0 8 ) ;  p r e f = 0 ;
a c c e p t  A N Y ;

}  r e f i n e  {
f r o m  A S 2 7 6 4 : A S - C U S T O M E R S

a c c e p t  P e e r A S  A N D  < ^P e e r A S + $ > ;
f r o m  A S 2 7 6 4 : A S - T R A N S I T

a c c e p t  A S 2 7 6 4 : A S - C U S T O M E R S : P e e r A S  A N D  < ^P e e r A S +  A S 2 7 6 4 : A S - C U S T O M E R S :
}
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RtConfigRtConfig Configuration Template Configuration Template
@R t C o n f i g  s e t  c i s c o _ m a p _ f i r s t _ n o  =  1 0
@R t C o n f i g  s e t  c i s c o _ m a p _ i n c r e m e n t _ b y  =  1 0
@R t C o n f i g  s e t  c i s c o _ p r e f i x _ a c l _ n o  =  1 3 0
@R t C o n f i g  s e t  c i s c o _ a s p a t h _ a c l _ n o  =  1 3 0
@R t C o n f i g  s e t  c i s c o _ p k t f i l t e r _ a c l _ n o  =  1 3 0
@R t C o n f i g  s e t  c i s c o _ c o m m u n i t y _ a c l _ n o  =  3 0
@R t C o n f i g  s e t  c i s c o _ m a x _ p r e f e r e n c e  =  1 0 0
!
r o u t e r  b g p  2 7 6 4
n e i g h b o r  2 0 3 . 6 3 . 1 2 2 . 1 9 3  r e m o t e - a s  9 3
n e i g h b o r  2 0 3 . 6 3 . 1 2 2 . 1 9 3  d e s c r i p t i o n  
@R t C o n f i g  s e t  c i s c o _ m a p _ n a m e  =  " A S 9 3 1 3 - E X P
@R t C o n f i g  e x p o r t  A S 2 7 6 4  2 0 3 . 6 3 . 8 0 . 2 3
@R t C o n f i g  s e t  c i s c o _ m a p _ n a m e  =  " A S 9 3 1 3 - I M P
@R t C o n f i g  i m p o r t  A S 2 7 6 4  2 0 3 . 6 3 . 8 0 . 2 3
!
e n d
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cisco Configurationcisco Configuration

!  a c c e s s - l i s t  1 3 5  –  c u s t o m e r  r o u t e s
!
n o  i p  a s - p a t h  a c c e s s - l i s t   1 3 0
i p  a s - p a t h  a c c e s s - l i s t  1 3 0  p e r m i t  ^ ( _ 9 3 1 3 ) + $
!
n o  r o u t e - m a p  A S 9 3 1 3 - I M P O R T
!
n o  i p  c o m m u n i t y - l i s t  3 2
i p  c o m m u n i t y - l i s t  3 2  p e r m i t  2 7 6 4 : 3
!
r o u t e - m a p  A S 9 3 1 3 - I M P O R T  p e r m i t  2 0
 m a t c h  a s - p a t h  1 3 0
 m a t c h  c o m m u n i t y  3 2
 m a t c h  i p  a d d r e s s  1 3 5
 s e t  l o c a l - p r e f e r e n c e  7 5
!
n o  i p  c o m m u n i t y - l i s t  3 3
i p  c o m m u n i t y - l i s t  3 3  p e r m i t  2 7 6 4 : 4
!
r o u t e - m a p  A S 9 3 1 3 - I M P O R T  p e r m i t  3 0
 m a t c h  a s - p a t h  1 3 0
 m a t c h  c o m m u n i t y  3 3
 m a t c h  i p  a d d r e s s  1 3 5
 s e t  l o c a l - p r e f e r e n c e  8 5

n o  i p  c o m m u n i t y - l i s t  3 4
i p  c o m m u n i t y - l i s t  3 4  p e r m i t  2 7 6 4 :
!
r o u t e - m a p  A S 9 3 1 3 - I M P O R T  p e r m i t  4 0
 m a t c h  a s - p a t h  1 3 0
 m a t c h  c o m m u n i t y  3 4
 m a t c h  i p  a d d r e s s  1 3 5
 s e t  l o c a l - p r e f e r e n c e  9 5
!
r o u t e - m a p  A S 9 3 1 3 - I M P O R T  p e r m i t  5 0
 m a t c h  a s - p a t h  1 3 0
 m a t c h  i p  a d d r e s s  1 3 5
 s e t  l o c a l - p r e f e r e n c e  1 0 0
!
r o u t e r  b g p  2 7 6 4
n e i g h b o r  2 0 3 . 6 3 . 1 2 2 . 1 9 3  r o u t e - m a p
!
e n d
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Problems?Problems?

�� Policy can easily get very complex andPolicy can easily get very complex and
result in even more complex routerresult in even more complex router
configurationconfiguration

�� Line limit on cisco AS path filters (need toLine limit on cisco AS path filters (need to
be careful when using as-sets)be careful when using as-sets)

�� ISI/ISI/Qwest whoisQwest whois server doesn’t cope with server doesn’t cope with
the community format while Merit’sthe community format while Merit’s IRRd IRRd
has problems using AS sets by referencehas problems using AS sets by reference
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ReferencesReferences

�� RPSL - RFC 2622RPSL - RFC 2622
–– ftpftp://://munnarimunnari.oz.au/.oz.au/rfcrfc/rfc2622.Z/rfc2622.Z

�� Using RPSL in Practice - RFC 2650Using RPSL in Practice - RFC 2650
–– ftpftp://://munnarimunnari.oz.au/.oz.au/rfcrfc/rfc2650.Z/rfc2650.Z

�� RAToolSetRAToolSet
–– ftpftp://://ftpftp..isiisi..eduedu//rara//RAToolSetRAToolSet

�� RPSL Training PageRPSL Training Page
–– http://www.http://www.isiisi..eduedu//rara/rps/training/rps/training
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