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Innovation at the Application Layer
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Creating a Multitude of New Service Opportunities… 
E x amp le:  R esid ential B road b and  Services 
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S er v i c e E x c h ange F r am ew o r k
M u l t i m e d i a  S e r v i c e  Co n t r o l  f o r  W i r e l i n e / W i r e l e s s  Co n v e r g e n c e
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I nt r o du c i ng C i s c o  S er v i c e C o nt r o l  E ngi ne
• Programmab le E x change Point for 
Ap p lication and  U ser-L evel C ontrol:
S t a t e f u l d e e p  p a c k e t  i n s p e c t i o n
W i r e -s p e e d  a n a l y s i s  a n d  c o n t r o l
S u b s c r i b e r  a n d  a p p l i c a t i o n -a w a r e n e s s   
In t e g r a t i o n  w i t h  OS S  a n d  B S S  s y s t e m s

• D elivering:
Gr a n u l a r  u s a g e  a n a l y s i s
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S e r v i c e -l e v e l  s e c u r i t y
Ti e r e d  s e r v i c e s  a n d  a c c e s s  c o n t r o l
C o n t e n t  c h a r g i n g

C is co  Service 
C o n t ro l  E n g in e
C is co  Service 
C o n t ro l  E n g in e
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IP NGN: Fundamental Requirements
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• S c al ab i l i t y
S er v i c e,  S y s t em ,  P o P

• Av ai l ab i l i t y
L ay er ed S er v i c es  � b ey o nd 9 9 . 9 9 9 %
S ec u r i t y  – P u b l i c  v s .  P r i v at e

• F l ex i b i l i t y
T r adi t i o nal  i nt er net  +  r eal  t i m e
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S c al i ng t h e P o P :  T r adi t i o nal  T h i nk i ng
T o d a y F u t u re

C oreC ore
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N G N :  N o t  A T r adi t i o nal  C h al l enge
A d d res s in g  C o re C a p a cit y  o n l y  t h e f irs t  s t ep

S l o w  p r o v i s i o n i n g ,  D i f f i c u l t  t o  s c a l e
Ed g e  +  C o r e  s i m u l t a n e o u s l y

C o re vs .  E d g e F ea t u re D is co n t in u it y
S e c u r i t y ,  S o f t w a r e ,  Q o S ,  Mu l t i c a s t

L a rg e N u m b er o f  ro u t ers  rem a in
D i f f i c u l t  t o  m a n a g e ,  l a r g e  #  o f  i n t r a -p o p  l i n k s

2-5  y e a r s2-5  y e a r s 2-5  y e a r s2-5  y e a r s

R esolving These C onflicts R eq uires a 
C lean-Slate Sy stem D esign

T echno l o gy  R ef res h 
t o  I ncreas e N et w o rk  

C ap acit y
T echno l o gy  R ef res h 
t o  I ncreas e N et w o rk  

C ap acit y
T echno l o gy  R ef res h 
t o  I ncreas e N et w o rk  

C ap acit y
T echno l o gy  R ef res h 
t o  I ncreas e N et w o rk  

C ap acit y
T echno l o gy  R ef res h 
t o  I ncreas e N et w o rk  

C ap acit y
T echno l o gy  R ef res h 
t o  I ncreas e N et w o rk  

C ap acit y

Today F u t u r e

CoreCore

E d g eE d g e

S erv i c e 
A g g reg a t i on
S erv i c e 

A g g reg a t i on

Peer
Peer

P eeri n gP eeri n g

O p t i c a lO p t i c a l

E d g eE d g e

CoreCore
PeerPeer
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I t ’ s  Al l  Ab o u t  V i r t u al i z at i o n

• An Architecture that scales
• An I nf rastructure that 
d y nam ically  ad ap ts 

• A netw o rk  that 
p artitio ns and  
co nso lid ates 
reso urces 

• An env iro nm ent 
w hich is f lex ib le 
and  m anag eab le
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T he V isio n:  M ulti-I nstance R o uting  N o d es
Networks, Systems, Services

E d g eE d g eO pti c al  W A N
Transport

C h ica g o  T era -P o P

N ew  Y o rk
T era -P o P

Sea t t l e
P o P

West Optical
4 0 G  I T U  C o r e
( I n teg r ated )

E ast Optical
4 0 G  I T U  C o r e
( I n teg r ated )

P u b lic C o r e
L o g ical
R o u ter

P r iv ate C o r e
L o g ical
R o u ter

V P N  
V ir tu al 
R o u ter

I n ter n et
V ir tu al
R o u ter

Po
S FR

AT
M

Bu
nd

led
 I/F

Et
he

rn
et

Ch
an

ne
liz
ed

Lo
w 
Sp

ee
d

DP
T

Services Infrastructure

B u si ne ss I A D C onsu m e r I A D

T erab it
M . I . R . N .

T erab it
M . I . R . N .

G igab it
M . I . R . N .
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M ulti-I nstance R o uting
Intelligent Networks

XR Multi-I n s ta n c e  
N E T W O RK

XR Multi-I n s ta n c e  
N E T W O RK

A P P L I C A T I O N SA P P L I C A T I O N S

O S A N D  M I D D L E W A R EO S A N D  M I D D L E W A R E

O T H ER                  
N ET W O R K S
O T H ER                  

N ET W O R K S

O T H ER
N ET W O R K

A P P S
O T H ER

N ET W O R K
A P P S

S/BC

L 2 V P N L 3 V P N

I /O  V i r t u a l i z a t i o n D i s t r i b u t e d  O /S

E n c r y p t i o n

F i r e w a l l I D S

Se c u r i t y

M u l t i c a s t

R e p l i c a t i o nCa l l
Co n t r o l

Q o S

M o b i l e
E m a i l V o i c e m a i l T r a n s a c t i o n

P r o c e s s i n g

D a t a b a s eM e d i a
D i s t r i b u t i o n

A n t i -V i r u s

A n t i -Sp a m

P N N I
Ca C

O n  D e m a n d  M a n a g e m e n tP o l i c y  E n f o r c e m e n t

A s s e t
M g m t

P a r e n t a l
Co n t r o l
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M u l t i -I ns t anc e R o u t i ng
Enables Convergence for the NGN

I N T EL L I G EN T  
I P  / M P L S ED G E
I N T EL L I G EN T  
I P  / M P L S ED G E M U L T I SER V I C E 

I P  / M P L S C O R E
M U L T I SER V I C E 
I P  / M P L S C O R E

C isco  12 0 0 0C isco  12 0 0 0

C isco  10 0 0 0C isco  10 0 0 0

C isco  7 x 0 0C isco  7 x 0 0

C isco  C R S -1C isco  C R S -1

C U S T OM E R
E L E M E N T
C U S T OM E R
E L E M E N T

A C C E S S  /  
A G G R E G A T I ON

A C C E S S  /  
A G G R E G A T I ON

H OM E  
N E T WOR K I N G

H OT  
S P OT

Linksys

E N T E R P R I S E /
B R A N C H

C isc o  I S R

S M A L L / M E D I U M  
B U S I N E S S

H o st e d  / M a na g e d  I S R  / I P T

A ir o ne t

U B R  
1 0 0 0 0

Cable/DSLCable/DSL

C isc o  
C a t a l yst  &  

7 6 0 0

M et r o  E t h er n etM et r o  E t h er n et

I P  R A N  /  S T P

W i r eles sW i r eles s

M G X  
8 8 0 0

A S 5 X X X

F R  / A T M  / M ed i a G at ew ayF R  / A T M  / M ed i a G at ew ay

O p t ical  
T rans p o rt
O p t ical  

T rans p o rt

C isco  15 4 5 4C isco  15 4 5 4
Con

verg
ence

CT M  / CW I  / X M L  M a n a g e m e n tCT M  / CW I  / X M L  M a n a g e m e n t
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N G N  E v o l u t i o n

C o nverged
A cces s  N et w o rk

C o nverged
A cces s  N et w o rk M U L T I SER V I C E I P  / 

M P L S C O R E
M U L T I SER V I C E I P  / 

M P L S C O R E
C U S T OM E R
E L E M E N T
C U S T OM E R
E L E M E N T

H OM E  
N E T WOR K I N G

H OT  
S P OT

Linksys

E N T E R P R I S E /
B R A N C H

C isc o  I S R

S M A L L / M E D I U M  
B U S I N E S S

H o st e d  / M a na g e d  I S R  / I P T

A ir o ne t

O p t ical  
T rans p o rt
O p t ical  

T rans p o rt

West Optical
4 0 G  C o r e

E ast Optical
4 0 G  C o r e

P u b lic C o r e
L o g ical
R o u ter

P r iv ate C o r e
L o g ical
R o u ter

V P N  
V ir tu al 
R o u ter

I n ter n et
V ir tu al
R o u ter

I P  R A N  /  S T P

IP Enabled
A c c es s

G E / F E

C o n su m er

G E / F E

B u sin ess

CT M  / CW I  / X M L  M a n a g e m e n tCT M  / CW I  / X M L  M a n a g e m e n tM a n a g e d
N e t w o r k s

( C T M  /  C WI  /  X M L )

M a n a g e d
N e t w o r k s

( C T M  /  C WI  /  X M L )
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C i s c o  C R S -1  P r o du c t  F am i l y
• Continuous System Operation

True Telco grade OS
Sep arat e con t rol,  dat a an d
m an agem en t  p lan es
H i t les s  i n -s erv i ce H W  an d SW  up grades  
Si m p le,  large s cale m an agem en t

• U nprec ed ented  Serv ic e F l ex ib il ity
N et w ork  con v ergen ce us i n g logi cal rout ers  
Sp eed-t o-Serv i ce elem en t s
Si n gle s y s t em  P oP des i gn

• U nparal l el ed  System L ong ev ity
M ult i -ch as s i s  f ab ri c s cales  t o 9 2 Tb p s
P rogram m ab le 4 0 G  s i li con  p ack et  p roces s or f or 
I P v 4 ,  I P v 6  an d M P L S

N E W
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CRS-1  d e l i v e r s  s t e l l a r  r e s u l t  i n  i n d e p e n d e n t  t e s t

“ … s c ales  t o  m eet  t h e r eq u i r em ent s  
o f  s er v i c e p r o v i der s  f ar  i nt o  t h e 
f u t u r e”
“ … . .  s o f t w ar e u p g r ades  i nt er r u p t ed 
t h e t r af f i c  f o r  o nly  nano s ec o nds  
ev en o n a f u lly  lo aded,  li v e c h as s i s ”
“ . . s c aled t o  t er abi t s -p er -s ec o nd o f  
bandw i dt h ,  m i lli o ns  o f  r o u t es ,  and 
t ens  o f  m i lli o ns  o f  IPv 4  and IPv 6  
f lo w s ”  
“ … t h r o u g h p u t  c ap abi li t i es  s c ale t o  
m u lt i -c h as s i s  c o nf i g u r at i o ns . ”

“ The industry said Cisco Systems Inc. (Nasdaq: CSCO - message board) couldn’ t build a 
car r ier -class router . But Cisco didn't listen. They built it. We tested it. I t really works. I t 
can't be said enough: The CRS-1 is Cisco's most impor tant product in years.”
http://www.lightreading.com/document.asp?doc_id=64526& site=lightreading
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LINE CARD SHELVESF AB RIC SHELVES

C R S -1  S y s t em  O v er v i ew
Two Main System Building Blocks

1 0 0 m
F R O N T :
2 4  F ab ric card s
2  SC  C ard s

BA CK :
O p t ical  F ib er 
I nt erco nnect  P anel s

• O p t i c a l  Ba c k p l a n e
• R e d u n d a n t  
F a n s /P o w e r

F R O N T :
8 / 1 6  I nt erf ace Sl o t s

2  R P  Sl o t s
2  C o nt ro l l er s l o t s

BA CK :
8 / 1 6  L C  Sl o t s

8  F ab ric C ard  Sl o t s

• M i d -P l a n e  D e s i g n
• R e d u n d a n t  
F a n s /P o w e r
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B as i c  R o u t er  Ar c h i t ec t u r e
3 Main components: Line cards,Switching mechanism, 

R ou te P rocessor( s) , R ou ting A ppl ications

C o nt ro l  C o m p o nent s

F o rw ard ing C o m p o nent

I nt erco nnect
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C i s c o  C R S -1  S y s t em  
D istr ib uted A r ch itectur e

µ µ

In
te
rfa

ce
 M
od

ul
e

M
ID
-P
LA

NE

Line Card

Line Card
8  o f  8

2  o f  8

1  o f  8

S 1

S 1 S 2

S 2

S 3

S 3

S 1 S 2 S 3

F ab ric  
Ch as s is

Cisco 
S P P

Cisco 
S P P

M od u l a r  S e r v ice  Ca r d

8 K  Q s

8 K  Q s

Flexible Forwarding Plane 
•U p  t o 1 1 5 2  4 0 G  L ine C ards  
( I ndep endent  Forwarding)
•H igh ly  p rogram m able S PP 
s u p p ort ing 4 0 G  L ine R at e  
p erf orm anc e
•R obu s t  Q u eu ing wit h
8 K  p er ingres s / egres s

D is t ribu t ed C ont rol Plane
•M u lt ip le c ont rol p roc es s ors  
( m inim u m  of  1 4 4  Proc es s ors )  
•C ont rol S W  dis t ribu t ed 
ac ros s  all p roc es s ors

M u lt is t age S wit c h  Fabric  
1 2 9 6 x1 2 9 6  non-bloc k ing bu f f ered f abric
1 : N  R edu ndanc y
S erv ic e I nt elligenc e wit h  h i/ lo p riorit y  u ni-c as t / m u lt ic as t  
rec ognit ion
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C R S -1  P ac k et  F o r w ar di ng E ngi ne –
Silicon P acket P r ocessor  ( SP P )

• P a r a l l e l  P r o c e s s o r  A r c h i t e c t u r e
• I BM s Cu -1 1  A SI C p r o c e s s
• 1 8 8  P a c k e t  P r o c e s s i n g  E n g i n e s  ( P P E )

P ack et s  evenl y  d is t rib u t ed  acro s s  P P Es
Each P P E is  a 3 2 -b it  R I SC  p ro ces s o r @ 2 5 0 M H z

• 4 8 , 0 0 0  M I P S
• F u l l y  P r o g r a m m a b l e
• I n t e g r a t e d  w i t h  k e y -o f f -c h i p  m e m o r i e s

5 1 2 K  ent ry  T C A M  f o r f eat u re s cal e 
(A C L s / N et f l o w / P o l icing/ et c)
2 M  ent ries  f o r I P v4 / I P v6 / M u l t icas t / M P L S l o o k u p
1 M  6 4 B it  St at s  co u nt ers

T C A M P L U T L U ST A T S

PPE188

PPE3

PPE2

PPE1

M
UX

Di
st
rib
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R o u t er  O S  E v o l u t i o n

292929© 2004 Cisco Systems, Inc. All rights reserved.

C o n t r o l  Pl a n e  A p p l i c a t i o n s

F o r w a r d i n g  Pl a n e  A p p l i c a t i o n s

N e t w o r k  S t a c k

S y s t e m  
I n f r a s t r u c t u r e

F o r w a r d
I n f r a s t r u c t u r e

O S  S c h e d u l e rMa
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Control Plane D ata Plane M anag em ent Plane

Control Plane D ata Plane M anag em ent Plane
Control Plane D ata Plane M anag em ent Plane
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MP
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SS
H
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Ch e ck p oin t  D B M u l t ica st  I P C S y st e m  D B
D ist r ib u t e d  I n f r a st r u ct u r e

M e m or y  M g m tI P C M e chS y n ch .  S e r v ice sS ch e d u l e r

K e r n e l  S y st e m  S e r v ice s

• Monolithic Kernel
• C entra liz ed  I nf ra s tru ctu re
• I nteg ra ted  N etw ork  s ta ck
• C entra liz ed  a p p lica tions

• Micro Kernel
• D is trib u ted  I nf ra s tru ctu re
• I nd ep end ent N etw ork  s ta ck
• D is trib u ted  a p p lica tions
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I O S  X R  S o f t w ar e Ar c h i t ec t u r e O v er v i ew
Picking The Correct OS To Meet CRS Software Requirements

TRU E  Microkernel  
( Mach,  Q N X )
M M U  w i t h  f u l l  p r o t e c t i o n
A p p l i c a t i o n s ,  d r i v e r s ,  a n d  
p r o t o c o l s  a r e  p r o t e c t e d

Monol ithic K ernel  
( B SD / L inux ,  N T)
M M U  w i t h  p a r t i a l  p r o t e c t i o n
A p p l i c a t i o n s  a r e  p r o t e c t e d

Process
M a n a g er F i l esy st em

A p p l i ca t i on D ri v er

A p p l i ca t i onA p p l i ca t i on

K ern el F i l esy st em N et w ork D ri v er

F A U L TF A U L T F A U L TF A U L T

F A U L TF A U L T

F A U L TF A U L T
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H i gh  Av ai l ab i l i t y  I nf r as t r u c t u r e

• D i s t r i b u t i o n  i m p r o v e s  f a u l t  t o l e r a n c e  a n d  r e c o v e r y  t i m e  b y  l o c a l i z i n g  
t h e  d a t a b a s e  a n d  s y s t e m  m a n a g e m e n t  f u n c t i o n a l i t y  t o  e a c h  n o d e

• G r a n u l a r  p r o c e s s  r e s t a r t  a l l o w s  f o r  f a s t  r e c o v e r y  f r o m  f a i l u r e s
• I O S X R  i s  d e s i g n e d  t o  o p t i m i z e  t h e  s w i t c h  o v e r  b e t w e e n  r e d u n d a n t
h a r d w a r e  e l e m e n t s  ( R P ,  SC,  P S,  F a n  C. )

I O S  X R  is  d es ig ned  to rou te a rou nd  f a b ric f a ilu re
L ine ca rd s  a re p rotected  b y  link  b u nd ling ,  A P S ,  I P S ,  E C MP  etc.

C on t a i n ed C on t a i n ed

C on t a i n ed

B G P I S -I S R I B Q oS F I B I P
S t a ck C L I X M L A l a rm F i l e S y st em

I n t er Process
C om m u n i ca t i onS S HS N M PN et f l owL 2

D ri v ersPF IA C LI G M PPI MO S PF

OS D i st ri b u t ed  M i d d l ew a re

H ot

W a rm

C ol d
A C T I V E  C A R D S T A N D B Y  C A R D

Process A

Process B

Process C

Process A

Process B

Process C

C h eck
Poi n t
S erv er

C h eck
Poi n t
S erv er
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